UBND TINH PAK LAK CONG HOA XA HOI CHU NGHIA VIET NAM

SONONG NGHIEPVA PINT Pic lap - Tw do - Hanh phiic
S$3138/SNN-VP Dk Lik, ngay 19 thang 08 nam 2024

V/v trién khai cac ndi dung canh béo
vé an toan thong tin mang

Kinh gui: Cac don vi truc thude S6.

Trién khai thuc hién Cong van s6 1597/STTTT-CNTT ngay 13/08/2024
ciia S& Thong tin va Truyén thong V/v trién khai cac ndi dung canh béo vé an
toan thong tin mang.

Ngay 09/8/2024, Cuc An toan thong tin, B6 Thong tin va Truyén théng co
phat hanh bang Bao cdo s6 13/BC-CATTT vé tinh hinh an toan thong tin mang
Viét Nam trong thang 7/2024. Qua ra soat cac ndi dung trong Bao cdo, S& Nong
nghiép va PTNT dé nghi cac don vi trién khai cac ndi dung nhu sau:

1. Pho bién t&i toan bd coéng chirc, vién chirc va ngudi lao dong cua don vi
dugc biét thong tin vé cac website gia mao, ltra ddo qua mang (danh sdch cdc
website gid mao, liva dao tai phu luc kém theo) dé co bién phap phong, tranh céc
nguy co khi tham gia cac hoat dong tuong tac trén moi truong mang.

2. Tién hanh ra soat, kiém tra cac hé théng thong tin tai co quan, don vi vé
cac 16 hong bao mat dugc Cuc An toan thong tin canh bao(thdng tin vé cic 16
héng bao mat tai phu luc kem theo).

Trudng hop cac don vi dé kiém tra cac hé thdng thong tin ma phat hién co
ton tai 16 hong bao mat, dé nghij phéi hop voi Trung tim Giam sat an toan khong
gian mang qudc gia, Cuc An toan thong tin, Bo Thong tin va Truyén thong qua
s6 dién thoai: 024.3209.1616 hoic sb dién thoai truc duong day nong hé tro
giam sat, canh bao sém 0961.405.333 va giri thong tin 16 hong vé dia chi thu
dién tr: nesc@ais.gov.vn dé duoc hd tro, khic phuc su cd xay ra.

S& Nong nghiép va PTNT dé nghi don vi trién khai cac ndi dung nhu trén./ 52—
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Phu luc I
DANH SACH CAC WEBSITE GIA MAO, LUADAO
(Keém theo Cong van so3138/SNN-VP ngay 19 /8/2024 cua So Nong nghiép va PTNT)

TT Website gia mao Ghi chu
Website gia mao san TMDT
1 https://shop|.]global-selling[.]top 8 '
Amazon
Website gid mao san TMDT
2 https://vn156475p[.]Jcom
Amazon
, Website gia mao Bao hiém X3
3 https://vssid[.]govvvn[.]Jcom o
ho1 Viét Nam
, Website gia mao Bao hiém X3
4 https://vssidgov[.]Jcom e ren
ho1 Viét Nam
Website gia mao Bao hiém X4
5 | https://baohiemxahoi[.]vnagov|[.Jcom gN .
ho1 Viét Nam
Website gia mao Bao hiém X4
6 https://vssid[.]govnn[.]cc/ gN .
ho1 Viét Nam
7 https://mojgov][.]weebly[.]com Website gia mao Bo Tu phap
, , Website gia mao Cong ty Co
8 https://icchanoi].]net/ N Lz o
phan Dau tu Quoc té ICC Ha No1
Website gia mao Cong Ty Co
9 nappthe[.]Jvn Phan Giai Tri Va Thé Thao Pién
Tu Viét Nam
Website gia mao Cong ty cd
10 https://giiao[.]hangtietkiem[.]com \ g L gmy
phan giao hang tiét kiém
Website gia mao Cong ty cd
11 | https://vgiao[.]hangtietkiem][.]com/ \ g S gmy
phan giao hang tiét kiém
Website gia mao Cong ty co
12 bachhoaxanhh[.]Jcom phan Thuong mai Bach Hoa
Xanh
. Website gia mao Cong ty Tai
https://homecredit|. ]hethongvaynhan ) ,
13 chinh TNHH MTYV Home Credit
h247[.]Jcom/ A
Viét Nam




Website gia mao Cty tai chinh

14 https://ngsncoau].]buzz/ tnhh ngan hang viét nam thinh
vuong smbc
15 https://dienmayxanhctv24[.]Jcom Website gid mao Dién mdy xanh
16 | https://thisinhthanhlich2024[.]com Website gia mao Facebook
https://binhchoncuocthivetranhsinhvi L
17 Website gia mao Facebook
en2024[.Jweebly[.Jcom
18 https://mfacebook-com[.]vn/ Website gia mao Facebook
https://bethivetranh2024]. blyl[.
19 PSHDEHIVETAR [-weeblyl.Je Website gia mao Facebook
om
20 | https://events[.]pubg-vnggame[.]com Website gid mao Facebook
Website gia mao san TMDT
21 https://duyetdonlazada[.]com
Lazada
Website gia mao san TMDT
22 https://da8975[.]com
Lazada
Website gia mao san TMDT
23 https://1a5959[.]Jcom
Lazada
Website gid mao san TMDT
24 https://www|.]iazadal[.]com/ 8 '
Lazada
5s https://www|.]hethongnhanvien[.]co Website gia mao san TMDT
m Lazada
Website gia mao san TMDT
26 https://dal215[.Jcom
Lazada
Website gia mao san TMDT
27 https://lazadaevent[.]com/
Lazada
Website gia an TMDT
28 https://lzdkiemdon24[.Jcom eOSIIE £1a mao sal
Lazada
29 | https://www[.Jmomoshopvip[.]Jcom Website gia mao MoMo




Website gid mao Ngan hang

30 https://www|.]baovietcom[.]vip/ . xen
TMCP Bao Viét
Website gid Ngan ha
31 https://www|.]baovietn[.]vip R et m’c.lf) g.im e
TMCP Bao Viét
Website gia Ngan H3
32 moneytracking137[.]Jcom o eAgla O ganm e
TMCP Cong Thuong Viét Nam
Website gia mao Ngan Ha
33 https://vietinbankamc|[.]vn Ag ' ganm e
TMCP Coéng Thuong Viét Nam
Website gia mao Ngan ha
34 https://tcbcanhan[.]Jcom % ) ge'uAl e
TMCP K§ Thuong Viét Nam
Website gia Ngan ha
35 https://khtechcanhan[.]com/ eOSIIE %la ao ge.uAl e
TMCP K§ Thuong Viét Nam
Website gia Ngan H3
36 https://vietcombank-career[.]com oo g1a. O gari e
TMCP Ngoai thuong Viét Nam
Website gia mao Ngan hang
37 cskhcanhanhd[.]Jcom TMCP Phat trién Thanh phd Ho
Chi Minh
Website gia Ngan ha
hdbank][.]tructuyen-uudai- o e,gla ?ao ‘gan a?g N
38 TMCP Phat trién Thanh pho H6
thekhachhang[.Jcom o
Chi Minh
Website gia Ngan ha
39 https://vnmerd2s[.]online eoSTie £l maoA geir.l e
TMCP Quan do1
Website gia mao Ngan ha
40 https://mbdk99[.Jcom St T . gﬂ. e
TMCP Quan do1
Website gia mao Ngan hang
41 | https://www][.]dangnhaphoso[.]Jcom N
TMCP Quan do1
Website gia mao Ngan ha
42 https://tcvnhomefic[.Jcom 8 o géil’.l ne
TMCP Quan do1
Website gia mao Ngan han
43 https://mcqdvn[.]Jcom g - gN s
TMCP Quan do1
Website gid Ngan ha
44 https://mmb-online[.]com o s maoA geil.l e
TMCP Quan do1
Website gid Ngan ha
45 vib-care[.]Jcom SO S O “eAn AHS

TMCP Quéc té Viét Nam




Website gid mao Ngan hang

46 http://dich-vu-the-sat-vib[.]Jcom P
TMCP Quodc té Viét Nam
47 https://vib[.]Jchamsockhachhang- Website gid mao Ngan hang
uudai-tructuyenthe[.]Jcom TMCP Quéc té Viét Nam
Website gid Ngan ha
48 http://dich-vu-the-elite-vib[.Jcom eOSTiE Eld Ama(z %an e
TMCP Quodc t€ Viét Nam
49 https://vib[.]Jchamsockhachhang- Website gid mao Ngan hang
tructuyenuudaithe[.]online TMCP Qudc té Viét Nam
Website gia mao Ngan han
50 dich-vu-the-vvip-vib[.Jcom Sia MaG mean hang
TMCP Quoc t€ Viét Nam
Website gid Ngan hé
51 visa-vibbank[.]Jcom eoSTie £ Amaoﬁ %an ne
TMCP Quoc té Viét Nam
Website gid mao Ngan han
52 https://dich-vu-the-svip-vib[.]Jcom 8 Lz gA 8
TMCP Quodc t€ Viét Nam
Website gid mao Ngan han
53 https://nang-cap-ocare-vib[.]Jcom 8 Lz % 8
TMCP Quodc té Viet Nam
, Website gia mao Ngan hang
54 vib-nangcap[.]com L e
TMCP Quodc té Viet Nam
_ . Website gia mao Ngan hang
55 main-card-vib[.]com L e
TMCP Quodc té Viet Nam
Website gia mao Ngan han
56 vib-up-the[.]shop 8 Lz % 8
TMCP Quodc t€ Viét Nam
Website gid mao Ngan han
57 vib-cardnew|.]shop 8 Lz % 8
TMCP Quodc t€ Viét Nam
Website gid Ngan ha
58 vib-nang-the[.Jcom eoSTIe £ ;nacz %an e
TMCP Quodc té Viét Nam
, Website gia mao Ngan hang
59 nang-cap-the-vcare-vib[.]Jcom L e
TMCP Quodc té Viét Nam
: Website gia mao Ngan hang
60 nang-cap-qcare-vib[.]Jcom R
TMCP Quodc té Viét Nam
Website gid mao Ngan han
61 vib-solution|.]shop 8 Lz % 8
TMCP Quoc t€ Viét Nam
= http://vib[.Juudaikhachhang- Website gid mao Ngan hang
tructuyen|.]com[.]vn TMCP Qudc té Viét Nam




Website gid mao Ngan hang

63 http://ib-miles-card][.]shop P
TMCP Quoc té Viét Nam
Website gid Ngan hé
64 http://vib-gold-card[.]shop eostie 81a ;nacz %an e
TMCP Quodc t€ Viét Nam
Website gid Ngan hé
65 | http://nang-hang-the-vip2-vib[.]Jcom eostie 81a ;nacz %an e
TMCP Quodc t€ Viét Nam
Website gid Ngan hé
66 | http://nang-hang-the-vip3-vib[.]Jcom eostic ld AmaoA, %an ne
TMCP Qudc té Viét Nam
Website gid Ngan hé
67 http://vib-khen[.Jshop/ eOSIIC Bld THa0 el fang
TMCP Quoc t€ Viét Nam
Website gid Ngan hé
68 vib-town[.Jcom eoSTie £ ;maO; %an e
TMCP Quodc t€ Viét Nam
69 https://tpbank][.]chamsockhachhang- Website gid mao Ngan hang
uudaithe-thang6[.]Jcom TMCP Tién Phong
0 www|.]vpbank[.]Jchamsockhachhang Website gia mao Ngan hang
-uudaithecanhan-tructuyen|.]Jonline TMCP Vi¢t Nam Thinh Vugng
1 vpbank]. Juudai-tructuyen- Website gia mao Ngan hang
chamsockhachhang-the[.]com[.]vn TMCP Vi¢t Nam Thinh Vugng
7 https://www|.]vpbank][.]chamsockha Website gia mao Ngan hang
chhang-uudai-the-truc-tuyen[.]online | TMCP Viét Nam Thinh Vugng
7 https://www][.]tinchapshinhan[.]onlin Website gia mao Ngan hang
e TNHH MTYV Shinhan Viét Nam
Website gid Ngan ha
74 https://centralmarketing[.]online/ e8I £l maom san fang
Worldbank Viét Nam
75 https://lapdatinternet[.]net/ Website gia mao SCTV
Website gia mao san TMDT
76 https://sendotv[.]Jcom
Sendo
Website gia mao san TMDT
77 https://sp75193p[.]Jcom
Shopee
78 https://sp1663p[.Jcom Shopee
Website gid an TMDT
79 | hitps://www[.]vn999mall[.]vip eOSIIE B14 THao San

Shopee




Website gid an TMDT
80 https://sp1776p[.]com eOSIIE B1d THao San
Shopee
Website gid mao san TMDT
81 sp7335p[.]Jcom
Shopee
Website gid an TMDT
82 https://vnc63661s[.Jcom eOSIie ld Mo San
Shopee
Website gid an TMDT
83 https://www|.]seleeashopee[.]com eOSITE 814 mao sS4l
Shopee
Website gid mao san TMDT
84 https://vnc75635s[.]Jcom
Shopee
Website gid mao san TMDT
85 https://vnc69977s[.Jcom
Shopee
Website gid an TMDT
86 https://www|.]shopeesop[.]Jcom eOSIIE BId 0 San
Shopee
Website gid an TMDT
87 https:/nze98582s[.Jcom/ eOSIIC Eld Ao San
Shopee
Website gia mao san TMDT
88 https://0dz68254s[.]com
Shopee
, Website gia mao san TMDT
89 https://soppe86].]life
Shopee
Website gid an TMDT
90 https://www][.]sp5118p[.]Jcom eOSIIC la Ao san
Shopee
Website gid Tap doan bi¢
91 https://www|.]govgdt[.]top eOSE gla.tAmao ap coan ien
luc Viét Nam (EVN)
Website gid Thanh t
92 | https://www][.]thanhtrapcrt[.]online eOSIe gla, a0 ] ani e
Chinh phu
93 https://fajiafuS0[.]com Website gia mao san TMDBT Tiki
94 https://vntikil[.]Jcom Website gia mao san TMDBT Tiki
95 https://tdkt00[.]Jcom Website gid mao san TMPT Tiki
96 https://z1a653[.]top Website gid mao san TMDT Tiki




97 https://tdkt04[.]Jcom Website gia mao san TMPT Tiki
98 https://s2rjtiki[.Jcom Website gid mao san TMPT Tiki
99 https://k2rjtiki[.]com Website gid mao san TMPT Tiki
100 https://sh2tiki[.]Jcom Website gia mao san TMPT Tiki
101 https://tdkt06[.]Jcom Website gia mao san TMPT Tiki
102 https://fajiafu30[.]Jcom/ Website gia mao san TMDBT Tiki
103 https://tdkt07[.]com Website gia mao san TMDBT Tiki
104 https://tikijaj2[.Jcom Website gia mao san TMDBT Tiki
105 https://tikt88[.Jcom Website gia mao san TMPT Tiki
106 https://businesseventskp|.]top Website gia mao san TMDBT Tiki
107 https://www[.]tikifreeship[.]vip/ Website gia mao san TMDBT Tiki
108 https://tdke00[.]Jcom/ Website gia mao san TMDBT Tiki
109 https://www|.]vntiki[.]vip Website gia mao san TMBPT Tiki
110 https://tdke02[.]com Website gia mao san TMDBT Tiki
111 https://nhanvientiki[.]org Website gia mao san TMDBT Tiki
112 https://muasamtiki[.]Jcom Website gid mao san TMPT Tiki
113 https://tracuutthvt[.]Jcom Website gia mao Tong cuc Thué




Website gid mao Véan phong

114 hinhphu].
chinhphul. Jec Chinh pha
115 https://chinhphu[.]dancuquocgia[.]or Website gid mao Van phong
g Chinh phu
116 https://viettlot135p[.]Jcom Website gid mao Vietlott
117 quandoi-viettel[.]Jcom Website gid mao Viettel
118 Giaodichquoctes[.Jcom Website gia mao Western Union
119 | https://giaodichquoctes[.]vercel[.Japp | Website gia mao Western Union
120 https://giaodichquoctes[.]Jcom Website gid mao Western Union
https://nhantienquoctev3[.]vercel[.]a L ,
121 ; Website gia mao Western Union
pp
https://chuyentienquoctenhanh|.]verc L _
122 Website gia mao Western Union
el[.]app/
123 | chuyentienquoctel313][.]vercel[.]app | Website gia mao Western Union
124 giaodichdaquocgia[.]us Website gid mao Western Union
125 | https://xacnhanthutuchoantra[.Jus/ | Website gia mao Western Union
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Phu luc Il
THONG TIN VE CAC LO HONG VAN CON TON TAI PHO BIEN TREN
CAC MAY
(Kém theo Céng van sé /SNN-VP ngay  /8/2024 cua So Nong nghiép va PTNT)

Ma diém yéu/  SL may bi

TT Ghi chu

16 hong anh hudong

https://nvd.nist.gov/vuln/detail/ CVE-
1 | CVE-2022-26809 15834 202276809
https://nvd.nist.gov/vuln/detail/ CVE-
2 | CVE-2023-21716 6752 2023-21716
https://nvd.nist.gov/vuln/detail/ CVE-
3 | CVE-2023-29341 1408
2023-29341
https://nvd.nist.gov/vuln/detail/ CVE-
4 | CVE-2021-40444 995
2021-40444
https://nvd.nist.gov/vuln/detail/ CVE-
5 | CVE-2024-30093 958 2024-30093
6 | cVE-2024-379%5 207 https://nvd.nist.gov/vuln/detail/ CVE-
2024-37985
7 | eVE-2021-28310 196 https://nvd.nist.gov/vuln/detail/ CVE-
2021-28310
s | cVE-2023-36732 255 https://nvd.nist.gov/vuln/detail/ CVE-
2023-36732
https://nvd.nist.gov/vuln/detail/ CVE-
9 | CVE-2024-35265 579 2004-35265
https://nvd.nist.gov/vuln/detail/ CVE-
10 | CVE-2020-1097 565 2020-1097
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